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| plan to address...

 Drug markets online

o Surface and deep web

« lllicit drug sales, patterns
and trends

« What is the future for
IDM?

« Challenges and
opportunities




Why Iinternet markets are important?

 Anew and rapidly developing
phenomenon

 Global in reach and implications

« Drug supply chain - effects all
levels and aspects

e Source for very potent
substances

 Observable market activity

 More open to monitoring and
study



EMCDDA 2006 - first toe in the water

Internet snapshots
Online sale of ‘legal
highs’

Multi-lingual, new
methodology

Legal highs, mushrooms,
GHB/GBL

Snapshots and EWS risk
assessments

Internet markets study
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1. EW and threat assessment

We established a methodology


My sources

The internet
and drug
markets

Disruptive Potential of the

Intemet to Transform lllicit Drug .5

Markets and Impact on Future
Patterns of Drug Consumption
P] Griffichs' and ] Mounteney'

The internet faciiitates rapid and covert communication,
knowledge transfer, and has the potential to disrupt and
transform drug market models and assoclated consumption
pattems. Innovation and new trends diffuse rapidly through this
medium and new operational models are emerging. Although the
enline drug markets currently only sceount for a small share of all
drug transactions, the potential of the surface and deep web to
provide & new platform for drug sale and exchanges is
considerable.
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EUROPEAN DRUG REPORT PACKAGE 2016

A set of interlinked elements allowing full access to the available data and analysis on the drugs problem in Europe

Trends and Developments
providing a top-level analysis
of key developments

(print and online)

Statistical Bulletin

containing full data arrays,
graphics and methodological

information (online)

To clate the s kit o Wit drugs in dassrafin s bargely been examined (hemugh household
sarveys and intervievs with people whe use diags; indhcators such as drug seizures and rrests:
and analyses of hotpial sdeissions and drug-ralatad deaths. Ova
bees & intreasng amareness and rierest in online marketplace:
about and purehase of drugs (Walsh, san). T sdvart of tha 5

Drugs and New Technologies Issue 6, March 2016
Author: Van Buskirk, J., Naicker, S., Bruno, R., Burns, L.,
Breen, C. & Roxburgh, A.

Perspectives on Drugs
interactive windows on key
issues (online)

Country Overviews

national data and analyses at your
fingertips (online)

ﬁ\ = EUR~POL

EU Drug
Markets Report

In-depth Analysis
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Emergency department-based brief interventions for individuals with substance-related problems: a review of effectiveness
January 2016 
 
Preventing opioid overdose deaths with take-home naloxone
January 2016 
 
The internet and drug markets 
February 2016
 
Assessing illicit drugs in wastewater: advances in wastewater-based drug epidemiology
March 2016
 
2016 EU Drug Markets Report: In-depth Analysis
April 2016 
 
2016 EU Drug Markets Report: Strategic Overview
April 2016 
 
Recent changes in Europe’s MDMA/ecstasy market
May 2016



2011
2012:
2013:
2014.

2015:
2016:

Heroin shortages in Europe
Fentanyl outbreaks in Europe

Methamphetamine: availability, use and harms

Internet and drug markets

MDMA market changes
NPS and problem drug use
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Trendspotting in a nutshell

*Rapid information
assessment

*On new trends, concerns,
uncertainty, ‘hot’ issues
 Complement to routine
methods

e Triangulates hard and soft
edata sources (expert opinion,
Intelligence etc)




Drug markets study objectives...

To increase understanding of the online g
supply of drugs and map the range of
Internet drug markets in existence.

Focus on The internet
and drug
« The role of social media and apps markets

Online sale of NPS
Online sales of medicinal products for

Ilicit use

Sale of drugs on the deep web



Study experts

U.S. Immigration and
Customs Enforcement

THIS HIDDEN SITE HAS BEEN SEIZED

as part of a joint law enforcement operation by
the Federal Bureau of igation, ICE H Security ig 3
and European law enforcement agencies acting through Europol and Eurojust
in accordance with the law of European Union member states
and a protective order obtained by the United States Attorney’s Office for the Southern District of New York
in coordination with the U.S. Depsrtment of Justics's Computer Crime & Intellectusl Property Section
Issued pursuant to 18 U.S.C. § 983(]) by the
United States District Court for the Southern Distict of New York

=
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H Submarino del DoctorX

Analisis de mercados ,Cudnic
cuesta un gramo de cocaina en I
Red Profunda?
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Add criminolgist, trafficking
Dr x
Medicines agency


A range of online markets...

Surface web

Mainly NPS and counterfeit
medicines

online pharmacies, LH shops, social
media,

Meet Guys Near You
On The World's Largest All-Male
Location Based Social Network

‘ Lea I | M
Information Resource y

The World's Cannabis

Deep web

Cryptomarkets (anonymity,
encryption, bitcoin) e.g. Agora, Silk
Road

U.S. Immi, grat on and
Customs Enforcement

Mainly established drugs THIS HIDDEN SITE HAS BEEN SEIZED

as part of a joint law enforcement operation by

C u rre ntly IOW Ievel ’ b u-t o the Federal Bureau of Investigation,!CE Ho.meland Security Investigation.s,

and European law enforcementagencies acting through Europol and Eurojust
ordance with the |w of European Union member

es
and aprotective order b ned by the United Sta Att ney’s Office for the S h n District of New York
in coordination with the Us De p rtment H s Computer Crime & Intellectual Property Section
18 us.C §983(|) bv the
United Staf D C f the Seuthen t of New York
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.

Surface Web (4%

S~
of WWW content) ‘,H 'w

Deep Web (96% of
WWW content)



Moderador
Notas de la presentación
Let’s not confuse it with the deep web, which is also pictured as an iceberg. The deep web is anything behind a firewall, authentication wall, or otherwise something a search engine cannot crawl. This hopefully includes sites like your bank account, email, intranet, personal computers, phones, etc. 

Source: http://labs.sogeti.com/wp-content/uploads/2013/09/deep.png


Deep web

Dark net

Cryptomarkets
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Shop by Category

Drugs 11,247
Cannabis 2,664
Dissociatives 269
Ecstasy 1,262
Opioids 667
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Search Results | AlphaBay ... X

» | \'} woahTfoabauZpul.onion search.phpifre=2 v¢ ln.' Search P:
S P P php

You are logged n as skcyao

az‘ AlphaBay Market Current balance: BTC 0.0000

Autoshop Logout

Home ‘» Sales e Messdges e Listings « Balance e Onders » Feedback = Forums e Contact YUSD245.17 ¥CAD 30150 YEUR216.30 WAUD 31728 ¥GBP 15485
Search Resuls sae et
» [ Fraud 4425
; @ SAMPLE / 1 gram MDMA 84% pure crystals Buy price
V¥ Drugs & Chemicals i Her # 2873 - Ecstasy - BlackFriday (123) USD 549
Benzos 696 ] ) {0.0224 BTC)
Views: 13855/ Bids: Fixed price
Cannabis & Hashish 2664 | Quantity left: 33
Dissociatives 187
M Ecstasy 1087 & 1 box (28 tabs) CRESCENT pharma uk diazepam/valium 10mg Buy price
e — Item# 3112 - Benzos - ukvaliumsupplieris (182) USD 23.40
Opioids 132 m“_J {0.09% BC)
Views: 3238 / Bids: Fixed price
Prescription 878 Quantity left: Unlimited
Steroids 196
[ stimulants 1652 & 15 Oxycodone @ $26 each = $390 Buy price
ltem # 4617 - Opioids - dealsthatarereal (249 USD 330.00
M Tobacco 73 : s (1,597 BTC)
(1.5307 BTG)
. 3 Views; 3832 / Bids: Fixed price
M weight Loss | Quantity left: 4
Other 321
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Alphabay market. 

Source: https://alphabaymarket.com/wp-content/uploads/2016/10/AlphaBay-Drugs-1.png


Darknet markets advertisements

Drugs & drugs-related chemicals

48574 Gk
Pharmaceuticals .': ﬂ

Drugs-related chemicals a . losi ‘.-d-
1% 1%  Firearms & explosives #k
o
Micit drugs ! 80 4 :

These advertisements
are the most interesting
for terrorists, because it
enables them to buy

or manufacture
explosives

with known shipping
locations are shipped from or acking & Malware
within Europe, :

i
H i L4 1 Y,
h3% of the advertisements : - 5IJE'

565.585 reviews were posted . .
to any of the 76.813 crawled Guides & tutorials

advertisements in all categories. o
This amounts to more , 4.367 %J
than T known transactions per _J

advertisement on average,

Other / no classification The crawled advertisements
in the other / no

6 5-| 2 clas5iln:§|:ii.m category are

. custom listings for specific
buyers or miscellaneous
advertisements that do not

Counterfeit goods / products Counterfeit currency fit well within the other

categories.
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SOCTA 2017


Dark net markets, cryptomarkets

Combination of technologies:

ot

tor.eff.org

o Bitcoin — payment anonymity
Tor — communication

anonymity between buyer

and seller ®

16



How does Tor work?

_ Rendezvous _
Middle Point Middle

Relay j Relay

site.onion
Middle Middle

Relay Relay



Rating systems

Cryptomarkets rely heavily on trust.

Rating systems provide buyers with a fairly
reliable track record of a vendor’s previous

Description Bids Feedback Refund Policy

Listing Feedback

Buyer Date Time Comment
Q a8 March 29, 2015 2135
e' R**4 March 29, 2015 19:46 Very quick! Well packed. Haven't test yet.
@ H**a March 29, 2015 04:38 Perfect service ! A++
@ mc March 27, 2015 12:08
Very Fast Shipping and Very Safe and original packaging ! 'm triyng that this weekend
Q a8 March 25, 2015 22:17

5 stars for BlackFriday, ordered 1g MDMA and got a little overweight, stealth was so good it almost fooled me, shipping was fast an

£

18



Which drugs are sold? Breakdown by volume

E‘ N. Christin 2017. Drug supply on the darknet: EU-focused 19
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Comparison w/ non-EU sales

_ Drug sales Total sales

Volume(g) Revenue(€) Revenue(€)
European Union 5,523,695 79,012,948 86,126,606
Rest of the world 10,877,448 03,332,764 115,736,370

16,401,144 172,345,712 201,862,977

© N. Christin Drug supply on the darknet: EU-focused analysis



What is the size of the online market?

Currently small but growing drug market

Yearly sales estimates from $15 million in SR in 2012 (Christin, 2013) to
$ 90 million in 2013 (Aldridge; Décary-Hetu, 2014)

Number of active retailers on the Black Market Reloaded, Sheep Market and Silk Road 2.0 (Van

Bl Alpaca Marketplace
Dream Mavket
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@ Hydra evolution

102

0

24 Hb.l[m 2] 10,2013 O7.11.2003
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Why sell online? Top reasons on Silk Road

Access /availability

Simplicity of vending
High traffic volume
Higher mark-up

‘Educated’ and wealthy consumer®
Variety of distinctive products

CAUTION
Site’s anonymity
Economically viable and secure

Low risk
ﬁ\ Circumvention of national legislative controls -
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Harm reduction4:
Low risk for contamination5,6
Vendor tested products2,6,7
Trip reporting2,6,7
Discussion on harm reduction2,6,7 
Resources if whish to reduce consumption2,6,7



Why buy online? Top reasons on Silk Road

Bette
Poor
High
Ven

Mem
Harm

o°

CAUTION

Access /availability

range of drugs available
y delivery
nient to order online

ty
¥ VS buying on the streets

23


Moderador
Notas de la presentación
Harm reduction4:
Low risk for contamination5,6
Vendor tested products2,6,7
Trip reporting2,6,7
Discussion on harm reduction2,6,7 
Resources if whish to reduce consumption2,6,7



Dark net vs alternative source

Percentage reporting the following
Dark net | Alterpgtive source

periencing physical violence
13

I

Threats to personal safety
2.2

Kevealing dentity
___IEX
I .

Losing money due to market seizure scam or theft
X7

I 10

Losing money due to currency volatility

I

Waiting too lon

31.2

to recelve a product

49.8

roduct does not contain the
expected substance

I 1.1

Guardian graphic Source- Global Drug Survey 2015

| 24



Global or national?

Many buyers prefer sellers from their home country, less risk
with fewer borders to cross.

A new Finnish marketplace established on deep web after
Silk Road closed

Most US and Australian vendors not willing to ship drugs
across international borders,

Australian buyers prefer local sellers.



Ease of access

G rms [ Aipha | mdma n Home Contact Markets Faq

Admin About 1922 results for 'mdma’ (0.1840 seconds)

Message

Grams is in alpha
mode, meaning we
are just getting
started. We would
lowe your input on
features to add or
take away.

Please don't be too
harsh this is not a
finished product

Advertise

Want to see
your ad here?
You can
advertise your
market, product,
or service right
here and get
this ugly green
thing out of here!
We have no set
prices, you can
Contact Us to
make an offer.

2 5 GRAMS BK MDMA BIG CRISTALS HIGHEST QUALITY
EUROPE

silkroadSownow fk.onion/tems/2-5-grams-bk-mdma-big-cristalz-highest-guality-europe Silk Road 2

It surprise OUR MAIN PRODUCT IS NOT MDMA BK MDMA 15 SYNTHESIZED And DONE
FOR OUR LABORATORY EXCEPTIOMAL QUALITY TOTALLY PURE AND ESPECIALLY
NICE AND SWEET SMELL AS GOOD MDMA WE DO NOT CHEAT A CUSTOMER
SELLING FAKE MDMA BK MDMA SELL AT A GLAMNCE THAT IS LIKE THE MDMA DO
NOT BE FOOLED BY SELLERS SELLING COUNTERFEIT PRODUCTS ALVWAYS
CHOOSE QUALITY PRODUCTS CHOOSE CHEMICALS SPAIN

Vendor Price B0.29177400 Location Spain

chemicals_spain

5 GRAMS BK MDMA BIG CRISTALS HIGHEST QUALITY
EUROPE

silkroadSow now fk.onion/tems/5-grams-bk-mdma-big-cristals-highest-guality-europe Silk Road 2

It surprise OUR MAIN PRODUCT IS NOT MDMA BK MDMA 1S SYNTHESIZED And DONE
FOR OUR LABORATORY EXCEPTIOMAL QUALITY TOTALLY PURE AND ESPECIALLY
NICE AND SWEET SMELL AS GOOD MDMA WE DO NOT CHEAT A CUSTOMER
SELLING FAKE MDMA BK MDMA SELL AT A GLAMNCE THAT IS LIKE THE MDMA DO
NOT BE FOOLED BY SELLERS SELLING COUNTERFEIT PRODUCTS ALWAYS
CHOOSE QUALITY PRODUCTS CHOOSE CHEMICALS SPAIN

Vendor Price BO.43505000 Location Spain

chemicals_spain

15 GRAMS BK MDMA BIG CRISTALS HIGHEST QUALITY
EUROPE

silkroadSownow fk.onion/tems/1-5-grams-bk-mdma-big-cristals-highest-guality-europe Silk Road 2

It surprise OUR MAIN PRODUCT IS NOT MDMA BK MDMA 15 SYNTHESIZED And DONE
FOR OUR LABORATORY EXCEPTIOMAL QUALITY TOTALLY PURE AND ESPECIALLY
NICE AND SWEET SMELL AS GOOD MDMA WE DO NOT CHEAT A CUSTOMER
SELLING FAKE MDMA BK MDMA SELL AT A GLANCE THAT IS LIKE THE MDMA DO
NOT BE FOOLED BY SELLERS SELLING COUNTERFEIT PRODUCTS ALWAYS
CHOOSE QUALITY PRODUCTS CHOOSE CHEMICALS SPAIN

Vendor Price B0.19521300 Location Spain

chemicals_spain

26



‘000

18.2
DeepBay 0.2

Drug listings on illegal websites

Total: 46.9

Pandora
5.2
—Sheep 1.4 Agzo4ra
Black Market
Reloaded
3.6

Silk
Road 2.0
13.6

Oct
2013

Source: Digital Citizens Alliance

Eranamict Fram

Apr

Abraxas 0.8 —

Evolution
7.2

Silk
Road 2.0
12.3

Aug Nov
2014

Evolution

19.9

Mar Apr
2015
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-Agora

BMR  Evoluion  Hydra  Pandoral  Silk Road [} Silk Road 2

600,000 -

400,000 =

200,000 -

Daily volume (US dollars, 30-day avg.)

Silk Road Silk Road 2.0 Operation
takedown theft Onymous
: : : Censored data
ESheep scam & Evolution
. BMR closure exit scam
| : 1 : | : | | .
Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 201:

Date

Soska & Christin, USENIX Security 2015
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New Psychoactive Substances

-,

- - -

T T Tt m— e e e e =

Total

Jan 2013 Jan 2014 Jan 2015

Jan 2012

4000 -

2000 A

‘Bae Aep-0g ‘soin3) swn|jon AjleQ

1000 -

Date
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IDM trends — complex and unstable

Figure 2: Number of retailers across smaller marketplaces by time point. NB: missing data points indicate temporary
marketplace outages. Empty markers indicate permanent closure of marketplace.
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State of play Darknet drugs market

Developments
In February 2016 sincep2013
.! 19 with at least 400 listings

Cryptomarkets

105,811 Iistings in total

— 60,337 drugs listings (57%)
Listings

92,774 drugs transactions

Transactions

$14.2 million

$12 million without
prescription drugs, alcohol
& tobacco

Revenues




Many types of darknet:
Onion, block chain,
distributed...

Tor Tribler

2P  |GNUNet

Freenet | OneSw
arm

Gigatrib | ZeroNet
es

RetroSh| Syndie
are




Recent trends

Increased uncertainty in the deep web community
as a result of police interventions and vendor
scams.

A tendency towards decentralisation of market
structures (e.g. shared hosting)

Mechanisms developed to regain buyers’ trust



Additional security mechanisms

Escrow (multi key)

Reputation and rating systems
Bitcoin fog

Adjudication

Contracts

Stealth packaging

Invite only

Shared hosting, distributed
architecture

34



What is the future for IDM?

=
=
=
]
=
&2
£
=]
=

m.--‘ﬂt-:—é;- efed’) ?

This image was posted on Facebook by @H8GAG
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E-commerce - fastest growing retail market in

Europe and

US

Online versus total sales
In millions

[MElectronics and appliance sales [l

2007 2008 2009 2010

$120,000
Computer & consumer

electronics online sales

100,000
80,000
60,000

40,000
20,000
201 2012 2013

Source: U.S, Census Bureau, eMarketer

spain. Y
poland EI&I}'%%
o 50

0.0% 2.0% 4.0% 6.0% B8.0% 10.0% 12.0% 14.0% 16.0% 18.0%

Share of Retail Trade
Percentage of Retail Sales, excluding vacations, autos, gas, &tickets
* sales weighted transactions

Figure 1
Online Shares of Retail Trade 2014-2016 (forecast)
UK '_ 16.8%
Germany
Europe Mean |
France
Sweden
w2016
Netherlands m 2015
w2014

But market share
comparatively

low In most European

countries — 9% av

Centre for retail research research@retailresearch.orq
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2015

2014

2013

2012

M-commerce also on the rise

Mobile shoppers, US 2012-2015

W ia smartphane

M via feature phone

0 30 &0

Mobile Shoppers, in Millions

aa

120

Proliferation of mobile
shopping app’s
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Would be a surprise if D-commerce did not follow
Suit

Perhaps just a question as to what form it will take

38



Drivers of change — online markets

 Technology, globalisation and
market innovation

« Digital literacy increasing and
expanding pool of potential
market users- HOW T0 BUY DRUGS ONLINE FROM

DARKNETMARKETS?

PCSTIS N DISPOOTANE  SSCIUMER B, 3 N AATRCLES FTURS 15 COMMINTS

 Dark net markets — security
Issues, encryption, digital
currencies, anonymous browsing

 Marketing innovations, e.g. deep
web search engine GRAMS.

« Cat and mouse game

39



IDM trends — delivery mechanisms

Small packages and anonymous post
boxes

B o



Temporary slow down in overall activity on dark
net marketplaces?

Consumers moving to private
arrangements with retailers,
to avoid the risks

Query — will DNM return to the
trend of steady increases in
retailer numbers previously
observed, or instablility continue
to typify the operation of
darknet markets?

)/

Drugs and New Technologies Issue 6, March 2016
Author: Van Buskirk, et al
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The internet is only really at the beginning of its
beginning. Kevin Kelly (Linked in & Wired)

The current weakness In all of these markets is the
single-server model. A fully distributed cryptomarket
Increases the difficulty and economic costs of
removing such markets from the internet (Loman).




Market security v accessibility conundrum

Open drug scenes

!

Closed mobile
networks

!

Open cryptomarkets

!

Closed peer to peer
deals

o 7 7
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Health applications and approaches

Evidence-based online
prevention, harm reduction
and treatment services

Evaluation of online
Interventions, law
enforcement and health.

Venues/

Cruising Websites &
grounds/ Apps

saunas
QOutreach Netreach (online outreach)




Law enforcement approaches

45



Gaps and issues...

Medicines - the role of online pharmacies - specific EU studies
desirable

Role of social media and apps in the demand for and supply of
llicit substances

Consumer-level research focusing on sources of drug supply,
reasons for choices, experiences.

Testing drugs sold online — linked with sampling strategy

Importance of data triangulation — an area with partial information



Research questions

What is the market size (surface and DNM)?
What trends can be observed? Product, price, purity etc

Do online markets challenge established ones - where
do they have a competitive advantage?

Supply chain - how do online markets interact with
offline ones?

What are the net harms/benefits of dark net markets?

Do Individuals who sell on dark net markets fit the same
orofile as street dealers?

Do people purchase more when they buy online and
what effect does that have on use?






Moderador
Notas de la presentación
The darknet is generally accepted to mean anonymous peer to peer highly encrypted overlay networks on top of the normal Internet. This is a map of the clear Internet. We’ll see a map of the dark nets in a bit.

Source: https://upload.wikimedia.org/wikipedia/commons/d/d2/Internet_map_1024.jpg




Moderador
Notas de la presentación
Here’s a minimum spanning tree undirected graph of dark net sites on tor, i2p, and zeronet. This represents a universe of around 50,000 sites. The site names have been removed for clarity. Around 761 million edges, 21 million pages crawled, and 50,000 unique “top level domains” like .onion, .i2p, and .bit.

Source: Owl Cyber, https://www.owlcyber.com/ & Darknet Research Center, http://www.darknetresearch.com/ 





Moderador
Notas de la presentación
This is the inner cluster of the previous graph, showing how many sites cluster around one another, and cross link between one another.

Source: Owl Cyber, https://www.owlcyber.com/ & Darknet Research Center, http://www.darknetresearch.com/ 
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