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DeEeP WEB

A submerged world, unknown and to some extent unpunished, only a few clicks away

\ Internet/Clearnet - Internet known by
L ube Go gle the general population, no anonymity.

n Easy access to information on the sites
and information consulted and when.

Darknet - Contents present in deep web
whose access is only possible trough a
specific software, as TOR.

Access via TOR allows for anonymity by
hiding or modifying the IP.

The network also allows for the hosting of
sites in a hidden way, without being in a
specific server.

These characteristics make the network

goods and services in a hidden way.

attractive to anyone who wants to sell illegal

a

Deep Web - Most part of internet with
contents not accessible by regular
search engines (Google, Yahoo, etc).

The contents of deep web are not
necessary illegal.

Darknet is part of deep web.

h Silk Road

anonymous marketplace
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Online markets - ADVANTAGES

No physical
violence

Cheaper Anonymity

ADVANTAGES

More reliable High quality
transactions products

Wide diversity of
products

P
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Online markets - DISADVANTAGES

High probability of
being tricked

Less accessible to

Risky cross-border .
shipments DISADVANTAGES regulsg érrl:ernet

Fragility of bitcoin

transactions

P
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Challenges presented by the online drug markets

Proxy servers,
anonymizing networks,
virtual currencies,
alternative banking
platforms

Crimes committed
High adaptability of remotely, making Challenging and
the markets detection and complex
prosecution more

Online monitoring,
new approach, limited
experience

Difficult interception of
communications

Gaps in intelligence
and techniques

P
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a
The EU
approach
towards drug
® ftrafficking

via Darknet
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Joint investigation to combat

/// \ drug trafficking via the virtual

ador v gRArygNET market (darknet) within and
also into the EU
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Criminal investigation on a
Darknet vendor in Portugal
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the future
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Priorities

- The use of joint teams of criminal investigators, computer experts and undercover
agents to bring to the real world those who hide in the anonymity of the internet.

- Analysis and detailed monitoring of darknet-markets, for a better identification of the
targets under investigation, using specific tools for darknet navigation, with connection
through the TOR network;

- Use of forensic and non-forensic tools in order to identify the bitcoins transactions
generated by this type of activity (Bitcoin Chain), in fact using the old concept of "follow
the money"” research;

- Establish contact channels with the postal companies that distribute the illicit
substances purchased online to the buyer. This would allow to identify the vendors, who
are often the ones to go to the postal services to send the products sold online.

* Invest in prevention and raising awareness, using effective Internet interventions;

 Regular training for law enforcement forces and magistrates;
 Regular information sharing

* Prevention / monitoring.

* Definition of common terminology to support the development of a common
émderstanding of the monitoring objectives.
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DARKNET

Opciones de politica publica

frente al refo que supone el

mercado llegal de venta de
drogas por internet

"Amat Victoria Curam"”
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Thank you for your attention!

&\

LISBON ADDICTIONS\ /2017

SECOND EUROPEAN CONFERENCE ON ADDICTIVE BEHAVIOURS AND DEPENDENCIES

I Challenge yourself to learn more on Lisbon Addictions 2017

'
Lisbon 2017 E - E
Congress Centre 24-26 October

Keynote speakers #LxAddictions17

Leading experts in

theirs fields o

Jodo Castel-Branco Gouldo
j0ao.goulao@sicad.min-saude.pt
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